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Abstract
Plant failures can cause damage to personnel, equipment and the environment and will result in loss of production, orders, low morale and increased insurance costs. The failures are generally caused by human error, hardware or software failure.

Programmable Logic Controllers (PLCs) systems are increasingly used for control and automation functions in safety-related applications such as: (air) traffic control, patient monitoring, process automation in chemical and other industries, and emergency shut down systems in power generation and in production line control.

The safety issues are not addressed in IEC 1131-3 (Programmable Controllers Part-3. Programming Languages), although IEC 1508-3 specifies procedures for developing control software for safety related applications. PLC programming software packages have library function blocks dealing in general with communications, mathematical operations, system calls and so on. In this research some generic safety function blocks have been developed and tested which can be used in safety related applications.

These generic functions blocks cover a range of safety related applications such as: Emergency-Stop monitoring function or Two Hand Control. As an example the conversion of one of these generics blocks to suit a particular PLC make will be demonstrated. 
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1. Introduction

The programmable logic controller (PLC) standard provides a class of five purpose-built languages that overlap conceptually and share a subset of programming elements. The IEC International Standard 61131-3 [1] provides the descriptions and the specifications of the three graphical languages that can be used for programming. These are the function block diagram (FBD), the ladder diagram (LD) and the sequential function chart (SFC). Even if the languages are well defined, there is not only one PLC programming software. Many manufacturers like Siemens, Piltz, AB, Modicon or Mitsubishi who sell PLCs hardware produce their own programming software. The software programs are not compatible with one another. That means that a program that has been created with a software program could not be re-used on a different competitor’s product. All the programmers use the same language, but every software program has its specific way to save the current work. Hence, there is no way for the creation of universal safety functions.

Most existing PLC programming software packages have a function blocks library dealing in general with communications, mathematical operations, system calls and so on. For example, function blocks are already included to do any basic operations like additions, subtractions or comparisons. The programmer has only to complete the inputs and the outputs of the function block to do both the operation and the treatment of an error diagnostic. In the same way, the programmer can easily create communications between the different controllers on a network by using the communication function blocks. Once the addresses of the two controllers are set, the function block will do the communication without any other help from the programmer. If an error occurs during the communication, the function block will automatically give a diagnostic error message. All these function blocks that are included in the library of the software programs are specialised to do a basic task. None of them are able to monitor specific actions such as an emergency stop procedure or the operation a hydraulic press. In most of programming software, no safety function block is available. Such reusable safety function blocks would help programmers to do both a safer and quicker programming.

A rigorous process that uses formal specifications of function blocks has been created [2] to make easier verification of the safety of programs. But it is not the only one that exists. Another process for example is purposed in [3]. This article presents a theorem prover-based verification technique as a supplementary validation measure. Those two articles show that there are different processes to verify the safety of function blocks programs. Using generic safety function blocks that would have been previously checked will therefore be a safe way for the programmers. 

Why are those safety related function blocks not included in the PLC programming software if it seems to be very useful? One answer could be that they are too numerous to include all of them in the library of the software programs. In fact, one function could be created for every different safety-related action or for every complex action that can be monitored by a PLC network. So, it is impossible to get an exhaustive list of them. Every enterprise that uses a PLC based system will need specific functions. But all those functions can be described as an embedded network of more basic safety related functions. And only a limited number of those functions is really useful for most of the applications among which are emergency stop circuits, transfer lines, presses, tank farm installation or burner management. In the rest of this paper, the generic safety function blocks describe those particular functions that can be used for several different actions if they are combined with others. Another answer to explain why that kind of function is absent from the library of the programming software packages could be that those functions are a solution to factories applications whereas the PLC programming package is only a tool to create them. Anyway, those generic function blocks are absent and for the reasons explained previously, they appear to be unavoidable.

To show that it is possible to create generic safety function blocks that can be easily implanted in every PLC program, using any programming software, this paper will explain the approach that has to be completed and give an example through the emergency stop monitoring function. The implentation is done using Step7 programming software from Siemens. Two other generic functions have already been realised: two-hand monitoring and feedback loop monitoring function blocks. Some of the PLC programming software allows the generic functions that has been written, to be saved to an annex of their main library and to be transferred to all the computer of the enterprise that have the same software. The procedure to do it with Step7 software will be described at the end of this paper.

2. The concept of generic safety function block.

The generic function blocks have all to be programmed in the same way. Because these functions are generic and can be programmed using any programming software, they contain no code in a specific language. So, they have a graphical appearance, which contains its algorithm. Tough all its specifications are clearly described on the diagram, some additional explanations can also be given.

A function is composed of three main parts that can easily be identified: the first part is dealing with the procedure done when the PLC station is turned on. This can be considered as the beginning of the function. The main part of the generic function is based on a cyclical loop. This loop describes the normal operation when there is no safety related problem. The last part of the function concerns the procedure that has to be done when a safety related problem arises. These three different parts are of course related to one another. The most important rule in the algorithm is to be sure and to keep in mind that there is always one and only one active state at the same time. There are two steps to create such function. The first step is an analysis of its algorithm. The programmer has to list the different possible states of the function and to find the different conditions for switching from one state to another. The second step is an analysis of the insertion of the function in the PLC station and its interactions with the other functions and elements of the PLC. The function blocks are sections of code that affect the status of its outputs in function of both the status of its inputs and what happened previously. Those functions that are saved in the memory space of a PLC station are designed to do a specific action such as to deal with emergency stop procedures. Every output of those functions has to be connected either to the input of another function or to an actuator of the PLC. There two kinds of inputs: configuration parameters for the functions and inputs that are used by the algorithm. The inputs of this second kind have to be connected either to sensors of the network or to the output of another function. With only very few modifications of the algorithm, it is possible to obtain very similar functions. The inputs for the configuration of the function avoid having to write many times almost the same thing. Those inputs have to be correctly configured to get the specifications of the function that are wished. The values of the output signals are directly related to the active state. Values are set for all the outputs in any possible active state. There is only one state active in the same time thus no output status conflict could happen.

The figure 1 is an example that can describe any generic function. It is given so that everybody can understand how the function works.

The state number 1 corresponds to the beginning part. This state is the active state after every new cold or warm restart of the PLC in which the function has been downloaded to. This operation is done automatically by a modification that has to be done in the organization block that is called after each restart of the PLC station. There is no other way to switch back to this state from either the cyclical loop or from the error procedure states. If a problem like a power failure happens, this algorithm will ensure a correct reinitialization before using the installation again.  

The cyclical loop is constituted of the states which number is between 2 and 6. This cyclical loop constitutes the normal mode of working. There is no possibility of coming back to the former active state except with doing the complete lap of the loop. If no error is detected and the conditions to switch to the next state are true, the active state changes. Sometimes, there are more than one followed possibility. In that case, the conditions to pass to those new possible states must absolutely be incompatible with one another to avoid any hazard choice.

If an error appears in the system, the active state will immediately change whatever was the actual active state. Here, the state 7 will become the active state. The function enters in the emergency procedure, the state number 7. The function will stay in the emergency procedure from the activation of the first error state until the return to the cyclical loop. In most of functions, a particular sequence of operations has to be done to resume the normal mode.
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Figure 1 - graphical appearance of a function

Some characteristics must be respected during the conception of such algorithm. The most important is to ensure that from any state, one and only one state can be activate in the same time. This involves at least one different condition which differentiates the switch between two potential states. The other very important thing is to keep in mind that during the calls of the function, if all the conditions to pass from the active state to the next one are true, the active state immediately changes. However, it is possible to use delaying procedures to delay the switch.

3. The Emergency Stop function block 

To create a correct algorithm. The first thing to do is to analyse what should be the aim of the generic function. Taking the example of the emergency stop monitoring, the aim would be to detect any push of the emergency button that is connected somewhere to the PLC network and in this case to stop the related application. The second thing to think is what procedure has to be done after a PLC station restart. Always in the emergency stop monitoring example, the first thing to do would be to press a reset button in order to reset the system. But if preferred, the programmer may choose to have an auto-reset at start-up. So a configuration input is already needed to validate the choice of the programmer. The third operation that must be done is to construct the cyclical loop. In the special example of the emergency stop button, three states can be distinguished: to press the start button to activate the output, to press the emergency stop button, to push the reset button to reactivate the system or to get an auto-reset after an emergency stop and with another push of the start button the linked application will be activated again. The fourth step is to deal with the error procedure. From any active state, if an error is detected the first state of the safety related part of the function will turn on and a specific sequence has to be executed. According to the category 4 of the EN 954-1 [4], the emergency stop button has to be linked to two different inputs. So, the emergency stop monitoring function will enter in the error mode if the two inputs linked to the same emergency stop button have a different status. That would mean that one is badly connected or anyway that there is a problem somewhere in the network. In the example, the first error state will be activated as soon as an error is detected. To return to the normal mode, the two inputs will have to have again the same status, first false then true. After that the system will switch back to the normal mode. If another sequence is done, the function will return in the first error state. 

To be used, this generic safety function block has just to be written in one of the three IEC languages: the function block diagram, the ladder diagram or the sequential function chart. The last step for the programmer is to call the function and to link the inputs and the outputs of the function to the correct elements. The following example still deals with the emergency stop function, written in the Step7 software from Siemens. It explains how to call the function and to connect its inputs and outputs.
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Figure 2 - links of the E-Stop monitoring function

 The parameterization of the different inputs and outputs of the function is done in the organization block 1 (OB1) when the created function is called. The figure 3, below, is a section of code that calls the function block 1 (FB1). The FB1 is the E-Stop monitoring function with inputs, outputs and parameters are shown in the figure 2. In this example, the call is located in the network 2 of the OB1. The variables that will be created and used by this function will be saved in the data block 1 (DB1). In this function, Stop_1, Stop_2, Start, Reset, Start_up_reset_required and automatic_reset are 6 inputs and Enable is the only output. Two of the inputs are the parameters that have to be set to select a configuration for the function. The value true for the parameter Automatic_reset means that the system has to be manually reset after an emergency stop. The four other inputs are linked to an address in the data block 14 (DB14). The input named Start is linked to the first bit of the first byte of the DB14. The output is linked in the same way to an address located in the DB14.


[image: image2.wmf]
Figure 3 - call of the FB1
In this example, the inputs and the outputs of the function are not linked to the concerned sensor or actuator. It can only access to an address that is located in a local memory space. Another network in the OB1 must be used to do write the status of the sensors in the concerned address in the data block and to write the content of the DB14 in the actuator. Two system functions (SFC) are included in the Step7 software to do it. The SFC14 is used to record the status of an AS-Interface linked sensor to a DB and the SFC15 to modify the status of an AS-Interface linked actuator in accordance with a DB bit status.

The different parameters of the function SFC14 are the following:

· LADDR: Configured start address from the input area of the module from which the data will be read. The address is entered in hexadecimal format.

· RET_VAL: If an error occurs while the function is active, the return value contains an error code.

· RECORD: Destination area for the user data that were read.

The different parameters of the function SFC15 are the following:

· LADDR: Configured start address from the process image output area of the module to which the data will be written. The address is entered in hexadecimal format.

· RECORD: Source area for the user data to be written. 

· RET_VAL: If an error occurs while the function is active, the return value contains an error code.

The figure 4 shows how to use those two SFCs that are included in the library of Step7 software. This figure links the DB14 to the related elements of the PLC network.

.
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Figure 4 - Link between the PLC network and the SFB

The first call of the SFC14 is used to recover the status of the sensors that are located at the address 2C. At this address, there are the start and the reset button. The status is stocked in the two first bits of the byte 1 in the DB14. The call of the SFC15 writes the status of the first bit of the byte 3 of the DB14 at the address 2D. This address is the one of the enable actuator. The second call of the SFC14 is used to recover the status of the sensor that is located at the address 2D. At this address, there is the E-stop button. The status is stocked in the first bit of the byte 2 in the DB14.

The OB1 is called by the PLC station at the beginning of each new time cycle. That means that the networks 1 and 2 are viewed around every ten milliseconds. So, there is almost no difference between reading/writing first the different status and executing after the FB1 or doing the opposite. But to have the quickest reaction, the order of the different tasks executed in the OB1 should be:

· First, to recover the status of the sensors and save them in a DB.

· Then, to execute the created function.

· At last, the modification the status of the actuators according to the outputs status in the created function.

The aim of that kind of function is to be able to get it in the library of the used programming software and to be able to put it on any other computers that are used to program a PLC. The good programming software include the possibility to add some function blocks either directly in the main library of the software or in a personal library. This library can then be saved in a compressed file that can be loaded from any other computer. 

This procedure is very easy to do and well explained in the help of the software. For example, the Step7 software of Siemens allows to create and to save personal libraries that can contains any kind of blocks. It is possible to save after them to the zip compressed standard directly from the software to put those new created libraries on other computers.

4. Conclusion

The main body of this paper has presented a way to create generic function blocks that can be used in safety related applications. The main specificity of these function blocks is that they can be include in the library of any PLC programming software. So to use those functions is the best way to have a safe program.

Some of those generic function blocks have already been programmed. Among them is the Emergency-Stop monitoring function block that has been presented in the paper. Therefore, the next step is to have a close co-operation with interested automation industries to define an exhaustive database of the generic functions that will be useful.
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